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Introduction: 

Traffic accidents are often caused by human error, including driver inattention, distraction, reckless 

driving, and poor driving ability, as well as road user errors like traffic violations. Road safety can also 

be impacted by vehicle failures (e.g., brake failure) and environmental conditions (e.g., lack of traffic 

information). Connected and Autonomous Vehicles (AV) are a new type of vehicle introduced to 

improve traffic efficiency, reduce congestion, and promote sustainable transportation development, 

CAVs’s reference architecture shown in fig.1. Fully autonomous vehicles use automated driving 

systems. It can travel with passengers on any type of road without human assistance [1]. Autonomous 

vehicles provide safe transportation for passengers while also protecting other road users.  

The development of this vehicle requires a staged approach from administrations and car 

manufacturers. They create cars with varying levels of autonomy, ranging from zero (no self-driving) to 

five (full self-driving). The Internet of Things, cloud computing, wireless technologies, artificial 

intelligence, and other cutting-edge information technologies are all applied to a new concept and 

model brought about by autonomous vehicles. AV uses a variety of sensors in addition to these 

technologies (GPS, radar etc.). There are numerous obstacles to be solved before autonomous vehicles 

are used in daily life. 

Fig1. Connected and Autonomous Vehicles (CAVs) Technology Reference Architecture [2] 

The fifth generation (5G) is an emerging solution for addressing the current vehicular network 

challenges because it can provide efficient, reliable, and timely communications to all vehicles and 
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their embedded sensors. Fig. 1 overview a general 5G cellular network architecture [4]. The Internet 

of Vehicles has high requirements, including high data rate, low latency, and high reliability. The 

Internet of Vehicles (IoV) will facilitate various forms of communication, including Vehicle to Vehicle 

(V2V), Vehicle to Infrastructure (V2I), Vehicle to Cloud (V2N), and Vehicle to Pedestrian (V2P), owing 

to the emergence of new technologies in the fifth generation. But with all of these technologies and 

communication channels in place, the 5G IoV environment open to different attacks such as man in 

the middle, Sybil, and Denial of Service (DoS) attacks [5].  

Fig. 2 An overview of the general 5G cellular network architecture [4] 

Research Questions: 

1. How can 5G technology support real-time communications for autonomous vehicles in a cyber

security environment, as well as analyse and assess potential cyber threats.

2. Propose and implement/ simulate a novel communications platform that makes use of 5G

technology capabilities to enhance real-time communication security while maintaining the

highest standards of the system capacity, mobility, and reliability.

Aims and Objectives: 

1. Simulate an autonomous vehicles network scenario that used 5G for real time

communications and evaluate the security features against standard cybersecurity attacks.

2. Propose, design, and simulate a novel end to end security communications platform over

autonomous vehicles that can helps overcome several 5G security limitations.

Proposed Work: 

Due to the interference form so many other networks with the autonomous vehicles, which mean 

increasing the attack surface, a solid and more reliable security platform is vital for this human life-

threating application. The 5G networks are still in the early phases of development, security protocols 



and best practices are still not standardised, and since various vendors and operators are using 

different versions of the technology, it can be challenging to guarantee that all systems and devices 

are completely compatible with one another. This may result in disparities in security between various 

networks, opening doors for hackers to take advantage of. 

The novel proposed platform must focus on the increased number of networks involved on the 

autonomous and connected vehicles as well as the main limitations of the 5G security communication 

protocols. The proposed security end to end platform should consider the outcome of the critical 

analysis and evaluations to the state of the art of the Autonomous vehicles 5G communications and 

hence update the proposed platform based on addressing those critical vulnerabilities. 
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