Alternatives to Statistical Process Control for Automatic Alerts
Generation

Introduction

There is evidence that Statistical Process Control (SPC) based approaches to alert creation can
produce early alerts to systematic change such as influenza outbreaks [1] and anomaly detection in
patient records [2]. While not as powerful as more sophisticated methods such as Convolutional
neural networks [4], Graph Neural Networks [5] or even Markov Chaining [6], they do provide a
simple manual rule-based approach to generating alerts that should be superior to Red, Amber,
Green (RAG) ratings when there is a limited amount of data available. Though much like RAG ratings,
an assumption of normality must be made about the data of interest.

There are many reasons a predictive model, including SPCs, may produce false outcomes on
historical, new or future scenarios but they largely fall into 3 categories:

1. The model has been insufficiently constructed. This could be due there being insufficient
data or an insufficient understanding of the processes that produce alerts. In simpler terms, the
model is under-trained.

2. The rules involved in generating an output attempt to capture every possible feature of the
data, even extremely niche or outlying scenarios. In simpler terms, the model is over-trained.

3. The data is unsuitable (e.g., Dynamic, sparse or with underlying systematic behaviour). In
simpler terms, the model is untrainable.

In complete real-world scenarios, with real-world data, some false categorisation of datapoints is
inevitable. The main task is to use the available data and the available understanding of the
processes to produce a predictive model that is as accurate as possible with current data but is also
sufficiently general for future data. SPCs are an example of a modelling tool that produces alerts to
exceptional values based on previous values.

Current Alert Types and their Issues

SPC charts and alerts are currently being generated in many industrial scenarios such as healthcare
[7] and manufacturing [8]. The main feature of SPCs is that they take a mechanical, objective,
unsupervised approach. They mechanise the visual process whereby we look at plots to decide if
there is anything ‘out of the ordinary’.

False Positives

Using a set of mechanistic rules that operate on a small number of datapoints in isolation is simple
and transparent, but we should accept that such a hardcoded, trivial approach to quantifying a
gualitative measurement will yield some false positives (alert when a user thinks one wasn’t
justified) and false negatives (NO alert when a user thinks one WAS justified).
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When there is currently no ‘Ground Truth’ about nature of a correct alert, only unsupervised
approaches such as SPCs can be used.

The normality assumption

There is an underlying agreement that SPCs are best used on normally distributed data (e.g.,
(“Conventional SPC charts require the normality assumption on the process response distribution. In
reality, this assumption is often invalid.” [3]). Using SPCs on moving average (MA) data is possible,
though it challenges the normality assumption and also means different confidence limits should be
used. E.g.,
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Unless the data has some underlying periodic or self-similar processes, calculating a moving average
will reduce the variance in proportion to the window size [9]. This needs to be accounted for in the
confidence limits.

SPCs are poor for non-linear outcomes

In addition to the previous example where there changes in local circumstances create a step change
(that in turn creates alerts), the following example also shows how non-linear outcomes are difficult

to interpret in SPC. In general, where changes in a dependent variable have a complex meaning, rag

ratings and SPCs need to be carefully applied, or not applied at all.

Sub-Optimal Control Limits can be generated

Sometimes the formula for producing control limits produces less than ideal values, the following
has an upper limit of >100% and a lower limit of <0%, neither is possible. Though alerts could still be
generated using other rules, it would seem more sensible to generate control limits that are within
the realms of possibility.

Machine learning solutions

This project would take current SPC theory as starting point and investigate new approaches to
automated prediction using more intelligent approaches that take an adaptive (learning from
previous values in the timeline) and transfer learnt (learning for similar scenarios) approach.
Quantitative experiments will be carried out to understand the effectiveness of novel approaches
when compared to different forms of SPCs
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